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1
Decision/action requested

This paper proposes to add a new solution for security for redundant data transmission using Dual Connectivity procedures.
2
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3
Rationale

TR 23.725 [2] recommends solution #1 "Redundant user plane paths based on dual connectivity" to resolve key issue #1 in TR 23.725 [2]. This solution is based upon the Dual Connectivity (DC) feature. Two PDU sessions will be established in this solution for redundant data transmission, where one PDU session uses a MCG bearer via the Master gNB, and the second PDU session uses a SCG bearer via the Secondary gNB in the user plane. Based on theses PDU sessions, two independent paths are setup. UPF1 and UPF 2 connect to the same Data Network (DN).
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Figure 3-1: Architecture for redundant User Plane paths for URLLC using Dual Connectivity

This paper proposes add a new solution to TR 33.825 [1] which proposes to re-use the security solution for Dual Connectivity (DC) specified in TS 33.501 [3] in 5G Rel-15 where the handling of the UP security policy could potentially be handled as for example described in solution #1 "Security solution for handling UP security policy for multiple PDU sessions for redundant data transmission".
This security solution address Key Issue #1: "Security for redundant transmission" and Key Issue #2: "Support of security for high reliability by redundant data transmission in user plane" in TR 33.825 [1]. 

4
Detailed proposal

**** BEGIN CHANGES ***
6.Y
Solution #Y: Security for redundant data transmission using Dual Connectivity
6.Y.1
Introduction

This security solution address Key Issue #1: ‘Security for redundant transmission’ and Key Issue #2: ‘Support of security for high reliability by redundant data transmission in user plane’ in TR 33.825 [y] and the security solution for Dual Connectivity (DC) specified in TS 33.501 in 5G Rel-15. 
In the recommended SA2 solution #1 in TR 23.725 [x], the UE establishes two PDU Sessions with the network, one PDU Session spans from the UE via MgNB to UPF1 acting as the PDU Session Anchor, and the other PDU Session spans from the UE via SgNB to UPF2 acting as the PDU Session Anchor. Based on these two PDU Sessions, two independent paths are set up. UPF1 and UPF2 connect to the same Data Network (DN), even though the traffic via UPF1 and UPF2 may be routed via different user plane nodes within the DN. 
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Figure 6.Y.1-1: Architecture for redundant User Plane paths for URLLC using Dual Connectivity
For one PDU Session used for redundant data transmission it is explicitly requested by Core Network to MgNB that the user plane goes via the MgNB, and for the other (second) PDU Session used for redundant data transmission it is explicitly requested by Core Network to MgNB that the user plane goes via the SgNB using dual connectivity. The MgNB sets up dual connectivity as defined in TS 37.340 [z] so that the sessions have end to end redundant paths. This implies that all DRB(s) established for the second PDU Session which should go via the SgNB will be offloaded to the SgNB by the MgNB. It’s important in this scenario that the same key is not used for the two redundant user planes (for the first and second PDU sessions). Otherwise if the same key is used for the two redundant user planes, then if one path is compromised then the second path is compromised as well. Also, if two different keys are used for the two redundant user planes (for the first and second PDU sessions) then the attacker can not relate the two data streams. 
6.Y.2
Solution details
This solution is a combination of the following two solutions:

· This solution proposes to re-use the security solution for Dual Connectivity (DC) specified in TS 33.501 [a] in 5G Rel-15, where the Master Node (MN) generates the KSN from the KgNB and a SN Counter, and sends the KSN to the SN over the Xn-C. The SN Counter is used as freshness input into KSN derivations as described in TS 33.501 [a]. The MN sends the value of the SN Counter to the UE over the RRC signalling path when it is required to generate a new KSN. The KSN is used to derive further RRC and UP keys that are used between the UE and SN. 
· This solution proposes in addition, that the handling of the UP security policy could potentially be handled as for example described in solution #1 "Security solution for handling UP security policy for multiple PDU sessions for redundant data transmission".
The dual connectivity procedure with activation of encryption/decryption and integrity protection follows the steps outlined in the Figure 6.Y.2-1.
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Figure 6.Y.2-1. Security aspects in SN Addition/Modification procedures (MN initiated)
1. As described in step 1 in clause 6.10.2.1 in TS 33.501 [a] for Dual Connectivity. 
2. As described in step 2 in clause 6.10.2.1 in TS 33.501 [a] for Dual Connectivity with the following modifications: the handling of the UP security policy could potentially be handled as for example described in solution #1 "Security solution for handling UP security policy for multiple PDU sessions for redundant data transmission".
3. As described in step 3 in clause 6.10.2.1 in TS 33.501 [a] for Dual Connectivity with the following modifications: the handling of the UP security policy could potentially be handled as for example described in solution #1 "Security solution for handling UP security policy for multiple PDU sessions for redundant data transmission".
4.
As described in step 4 in clause 6.10.2.1 in TS 33.501 [a] for Dual Connectivity.
5.
As described in step 5 in clause 6.10.2.1 in TS 33.501 [a] for Dual Connectivity.
6.
As described in step 6 in clause 6.10.2.1 in TS 33.501 [a] for Dual Connectivity.
7.  As described in step 7 in clause 6.10.2.1 in TS 33.501 [a] for Dual Connectivity.
6.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
**** END CHANGES ***
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